CLAIMS 



1 1 . In a prime number generating system including a processing unit and a plurality 

2 of exponentiation units communicatively coupled with the processing unit, a process of 

3 searching in parallel for a plurality of prime number values substantially simultaneously, 

4 comprising the steps of: 

5 randomly generating a plurality of k random odd numbers each providing a prime 

6 number candidate; and 

7 performing at least one primality test on each of said candidates, each of said primality 

8 tests including an associated exponentiation operation executed by an associated one of the 

9 exponentiation units, said exponentiation operations being performed by said associated 
4 0 exponentiation units substantially simultaneously. 

& 1 2. In a prime number generating system as recited in claim 1 wherein said plurality of k 

« 2 randomly generated numbers are expressed as no,o, ni,o ? . . . %k-i)),o, farther comprising the steps 

i 3 of: 

4 determining a plurality of y additional odd numbers based on each one of the randomly 

"~ 5 generated numbers n 0 ,o, ni, 0? . . . n<k-i),o to provide (k x y) additional prime number candidates (n 0 ,i 

II 6 ,n 0 , 2 , ... n 0 , y ), (n u ,ni, 2 > ... n^), ...(n^un^y, ... n (k -i), y ) thereby yielding a total number of (k 

h 7 x (y+1)) prime number candidates; 

8 wherein said step of performing includes performing a primality test on each of said total 

9 number (k x (y+1)) of candidates, each of the plurality of (k x (y+1)) primality tests including an 

10 associated exponentiation operation executed by an associated one of a plurality of (k x (y+1)) of 

1 1 the exponentiation units, said exponentiation operations being performed by said plurality of (k x 

12 (y+1)) exponentiation units substantially simultaneously. 

1 3. In a prime number generating system as recited in claim 2 wherein each of said plurality 

2 of prime number values being searched for has a specified length, and wherein said plurality of y 

3 additional odd numbers defines an interval that is selected relative to said specified length. 
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1 4. In a prime number generating system as recited in claim 2 wherein said step of 

2 determining a plurality of y additional odd numbers based on each one of the randomly 

3 generated numbers no,o, nj j0 , . . . n (k -i),o includes successively adding two to each of said randomly 

4 generated odd numbers n 0 ,o, ni, 0s - . . %-i),o to provide (k x y) additional prime number candidates 

5 expressed as (n 0 ,i = no,o+ 2 , n 0 ,2 = %o+ 4, . . . n 0 , y = n 0 ,o + (y*2)), (ni,i = ni, 0 + 2 , n h2 =ni (0 + 4, . . . 

6 ni, y = ni j0 + (y*2)) ? . . . (n (k -iy = n (k -i), 0 + 2 , n (k .i ))2 = n (k _ 1))0 + 4, . . . n (k _i), y = n (k .i ))0 + (y-2)). 

1 5. In a prime number generating system as recited in claim 1 wherein said step of 

2 performing includes performing a plurality of t primality tests on each one of said plurality of k 

3 randomly generated numbers, each of the plurality of (k x t) primality tests including an 

4 associated exponentiation operation executed by an associated one of a plurality of (k x t) of the 

5 exponentiation units, said exponentiation operations being performed by said associated 

6 exponentiation units substantially simultaneously. 

1 6. In a prime number generating system as recited in claim 2 wherein said step of 

2 performing includes performing a plurality of t primality tests on each of said (k x (y+1)) prime 

3 number candidates, each of the plurality of (k x (y+1) x t) primality tests including an associated 

4 exponentiation operation executed by an associated one of a plurality of (k x (y+1) x t) of the 

5 exponentiation units, said exponentiation operations being performed by said plurality of (k x 

6 (y+1) x t) exponentiation units substantially simultaneously. 

1 7. In a prime number generating system as recited in claim 1 further comprising the steps 

2 of: 

3 sieving said prime number candidates by performing a small divisor test on each 

4 of said candidates in order to eliminate candidates revealed to be composite numbers by 

5 said small divisor test thereby yielding a sieved number s of candidates; 

6 wherein said step of performing includes performing at least one primality test on each of 

7 said sieved number s of candidates, each of the plurality of s primality tests including an 

8 associated exponentiation operation executed by an associated one of a plurality of s of the 

9 exponentiation units, said exponentiation operations being performed by said plurality of s 
10 exponentiation units substantially simultaneously. 
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1 8. In a prime number generating system as recited in claim 7 further comprising the steps 

2 of: 

3 receiving a specified public exponent e associated with a cryptographic application; 

4 testing the suitability of each of said prime number candidates for use in said 

5 cryptographic application by testing the relative primality of each said prime number candidate 

6 minus one and said specified public exponent e, wherein said step of testing the suitability is 

7 performed prior to said step of performing at least one primality test. 

1 9. In a prime number generating system as recited in claim 2 further comprising the steps 

2 of: 

3 sieving said prime number candidates by performing a small divisor test on each 
«, 4 of said number (k x (y+1)) of prime number candidates in order to eliminate candidates 
0 5 revealed to be composite numbers by said small divisor test thereby yielding a sieved 

a 6 number s of candidates; 

Jf 7 wherein said step of performing includes performing at least one primality test on 



^ 8 each of said sieved number s of candidates, each of the plurality of s primality tests 

9 including an associated exponentiation operation executed by an associated one of a 

a i 0 plurality of s of the exponentiation units, said exponentiation operations being performed 

IJl 1 by said plurality of s exponentiation units substantially simultaneously. 



^ 1 10. In a prime number generating system as recited in claim 1 further comprising the step of: 

2 sieving said prime number candidates by performing a small divisor test on each 

3 of said candidates in order to eliminate candidates revealed to be composite numbers by 

4 said small divisor test thereby yielding a sieved number s of candidates; 

5 wherein said step of performing includes performing an associated first one of t primality 

6 test on each of said sieved number s of candidates, each of the plurality of s first primality tests 

7 including an associated exponentiation operation executed by an associated one of a plurality of s 

8 of the exponentiation units, said first exponentiation operations being performed by said plurality 

9 of s exponentiation units substantially simultaneously in order to eliminate candidates revealed to 

10 be composite numbers by said first primality tests thereby yielding a remaining number r of 

1 1 candidates; and 
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12 performing a plurality of t-1 additional primality tests on each of said remaining number 

13 r of candidates, each of the plurality of (r x (t-1)) primality tests including an associated 

14 exponentiation operation executed by an associated one of a plurality of (r x (t-1)) of the 

15 exponentiation units, said (r x (t-1)) exponentiation operations being performed by said plurality 

16 of (r x (t-1)) exponentiation units substantially simultaneously in order to eliminate further 

1 7 candidates revealed to be composite numbers. 

1 1 L In a prime number generating system as recited in claim 2 further comprising the step of: 

2 sieving said prime number candidates by performing a small divisor test on each 

3 of said number (k x <y+l)) of prime number candidates in order to eliminate candidates 

4 revealed to be composite numbers by said small divisor test thereby yielding a sieved 

5 number s of candidates; 

0 6 wherein said step of performing includes performing an associated first one of t primality 

7 tests on each of said sieved number s of candidates, each of the plurality of s first primality tests 

S 8 including an associated exponentiation operation executed by an associated one of a plurality of s 

^ 9 of the exponentiation units, said first exponentiation operations being performed by said plurality 

z 10 of s exponentiation units substantially simultaneously in order to eliminate candidates revealed to 

Hi 1 be composite numbers by said first primality tests thereby yielding a remaining number r of 

U12 candidates; and 

gl3 performing a plurality of t-1 additional primality tests on each of said remaining number 

^14 r of candidates, each of the plurality of (r x (t-1)) primality tests including an associated 

15 exponentiation operation executed by an associated one of a plurality of (r x (t-1)) of the 

16 exponentiation units, said (r x (t-1)) exponentiation operations being performed by said plurality 

17 of (r x (t-1)) exponentiation units substantially simultaneously in order to eliminate further 

1 8 candidates revealed to be composite numbers. 

1 12. In a prime number generating system as recited in claim 1 wherein said step of 

2 performing at least one primality test includes performing a Fermat type primality test. 

1 13. In a prime number generating system as recited in claim 1 wherein said step of 

2 performing at least one primality test includes performing a Miller-Rabin type primality test. 
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1 14. In a prime number generating system as recited in claim 1 wherein said step of randomly 

2 generating a plurality of k random odd numbers further includes: 

3 defining a length L for each of the plurality of k random numbers to be generated; 

4 and 

5 generating each of said plurality of k random odd numbers in an interval between 

6 2 L and2 L ' 1 . 

1 15. In a prime number generating system including a processing unit and a plurality 

2 of exponentiation units communicatively coupled with the processing unit, a process of 

3 searching in parallel for a plurality of prime number values simultaneously, comprising 

4 the steps of: 

=, 5 randomly generating at least one random odd number providing a prime number 

0 6 candidate; 

1 7 determining a plurality of y additional odd numbers based on said at least one randomly 

£f 8 generated odd number to provide y additional prime number candidates, thereby providing a total 

f 9 number of y+1 candidates; 

r 10 performing at least one primality test on each of said y+1 candidates, each of the y+1 

il 1 primality tests including an associated exponentiation operation executed by an associated one of 

1112 y+1 of the exponentiation units, said y+1 exponentiation operations being performed by said 

hi 3 associated y+1 exponentiation units substantially simultaneously. 

1 16. In a prime number generating system as recited in claim 1 5 wherein said at least one 

2 randomly generated odd number is expressed as no,o ? and wherein said step of determining a 

3 plurality of y additional odd numbers based on said randomly generated odd number n 0 ,o includes 

4 successively adding two to said randomly generated odd number no,o to provide (y+1) additional 

5 prime number candidates expressed as (n 0 ,i = n 0 ,o+ 2 , n 0 ,2 = n 0 ,o+ 4, . . . n 0 , y = n 0 ,o + (y*2)). 

1 17. In a prime number generating system as recited in claim 15 wherein said step of 

2 performing includes performing a plurality of t primality tests on each of said (y+1) prime 

3 number candidates, each of the plurality of ((y+1) x t) primality tests including an associated 

4 exponentiation operation executed by an associated one of a plurality of ((y+1) x t) of the 
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5 exponentiation units, said exponentiation operations being performed by said plurality of ((y+1) x 

6 t) exponentiation units substantially simultaneously. 



1 18. In a prime number generating system as recited in claim 1 5 further comprising the step of 

2 sieving said y+1 candidates by performing a small divisor test on each of said candidates in order 

3 to eliminate candidates revealed to be composite numbers by said small divisor test thereby 

4 yielding a sieved number s of candidates. 

1 19. In a prime number generating system as recited in claim 1 8 further comprising the 

2 step of: 

3 receiving a specified public exponent e associated with a cryptographic application; 

4 testing the suitability of each of said prime number candidates for use in said 

5 cryptographic application by testing the relative primality of each said prime number candidate 

6 minus one and said specified public exponent e, wherein said step of testing the suitability is 

7 performed prior to said step of performing at least one primality test. 

1 20. In a prime number generating system as recited in claim 15 further comprising the 

2 step of: 

3 sieving said y+1 candidates by performing a small divisor test on each of said 

4 candidates in order to eliminate candidates revealed to be composite numbers by said 

5 small divisor test thereby yielding a sieved number s of candidates; 

6 wherein said step of performing includes performing an associated first one oft primality 

7 test on each of said sieved number s of candidates, each of the plurality of s first primality tests 

8 including an associated exponentiation operation executed by an associated one of a plurality of s 

9 of the exponentiation units, said first exponentiation operations being performed by said plurality 

10 of s exponentiation units substantially simultaneously in order to eliminate candidates revealed to 

1 1 be composite numbers by said first primality tests thereby yielding a remaining number r of 

12 candidates; and 

1 3 performing a plurality of t-1 additional primality tests on each of said remaining number 

14 r of candidates, each of the plurality of (r x (t-1)) first primality tests including an associated 

1 5 exponentiation operation executed by an associated one of a plurality of (r x (t-1)) of the 
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1 6 exponentiation units, the (r x (t-1)) exponentiation operations being performed by said plurality 

17 of (r x (t-1)) exponentiation units substantially simultaneously in order to eliminate further 

1 8 candidates revealed to be composite numbers. 

1 21. In a prime number generating system as recited in claim 1 5 wherein said step of 

2 performing at least one primality test includes performing a Fermat type primality test. 

1 22. In a prime number generating system as recited in claim 1 5 wherein said step of 

2 performing at least one primality test includes performing a Miller-Rabin type primality test. 

I 23. In a prime number generating system as recited in claim 1 5 wherein said step of 
«. 2 randomly generating at least one random odd number further includes: 

D 3 defining a length L for each of the plurality of k random numbers to be generated; 

^ 4 and 

% 5 generating each of said plurality of k random odd numbers in an interval between 2 L and 

; 6 2W 

1 1 24. In a prime number generating system including a processing unit and a plurality 

V 2 of exponentiation units communicatively coupled with the processing unit, a process of 

H 3 searching in parallel for a plurality of prime number values simultaneously, comprising 

~ 4 the steps of: 

5 randomly generating at least one random odd number providing a prime number 

6 candidate; and 

7 testing the primality of said candidate by performing a plurality of t primality tests on 

8 said candidate, each of the plurality of the t primality tests including an associated exponentiation 

9 operation executed by an associated one of a plurality of t of the exponentiation units, said 
1 0 exponentiation operations being performed by said plurality of t exponentiation units 

I I substantially simultaneously. 

1 25. In a prime number generating system as recited in claim 24 further including the step of 

2 sieving said candidates by performing a small divisor test on each of said candidates in order to 
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3 eliminate candidates revealed to be composite numbers by said small divisor test thereby 

4 yielding a sieved number s of candidates. 

1 26. In a prime number generating system as recited in claim 25 further including the step of: : 

2 receiving a specified public exponent e associated with a cryptographic application; 

3 testing the suitability of each of said prime number candidates for use in said 

4 cryptographic application by testing the relative primality of each said prime number candidate 

5 minus one and said specified public exponent e, wherein said step of testing the suitability is 

6 performed prior to said step of performing at least one primality test. 

1 27. In a prime number generating system as recited in claim 24 wherein said step of testing 

2 the primality of said candidate further includes: 

3 sieving said candidates by performing a small divisor test on each of said 

4 candidates in order to eliminate candidates revealed to be composite numbers by said 

5 small divisor test thereby yielding a sieved number s of candidates; 

6 performing an associated first one of said t primality test on each of said sieved number s 



7 of candidates, each of the plurality of s first primality tests including an associated 

8 exponentiation operation executed by an associated one of a plurality of s of the exponentiation 

9 units, said first exponentiation operations being performed by said plurality of s exponentiation 

10 units substantially simultaneously in order to eliminate candidates revealed to be composite 

1 1 numbers by said first primality tests thereby yielding a remaining number r of candidates; and 

12 performing a plurality of t-1 additional ones of said t primality tests on each of said 

13 remaining number r of candidates, each of the plurality of (r x (t-1)) first primality tests 

14 including an associated exponentiation operation executed by an associated one of a plurality of 

15 (r x (t-1)) of the exponentiation units, said (r x (t-1)) exponentiation operations being performed 

16 by said plurality of (r x (t-1)) exponentiation units substantially simultaneously in order to 

17 eliminate further candidates revealed to be composite numbers. 

1 28. In a prime number generating system including a processing unit and a plurality 

2 of exponentiation units communicatively coupled with the processing unit, a process of 
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3 searching in parallel for a plurality of prime number values simultaneously, comprising 

4 the steps of: 

5 randomly generating a plurality of k random odd numbers expressed as n 0 ,o> ni,o, 

6 ... n(( k _i)) 5 o ? each said number providing a prime number candidate; 

7 determining a plurality of y additional odd numbers based on each one of the randomly 

8 generated odd numbers n 0 ,o, ni, 0 , . . - n (k -i),o to provide (k x y) additional prime number candidates 

9 (n 0 ,i , no, 2 , . . . n 0 ,y), (n u , n ls2 , . . . ni, y ), . . .(n (k .i) )b n^-iy, . . . n^y) thereby yielding a total number 

10 of (k x (y+ 1 )) prime number candidates; 

1 1 sieving said (k x (y+1)) prime number candidates by performing a small divisor 

12 test on each of said candidates in order to eliminate candidates revealed to be composite 

1 3 numbers by said small divisor test thereby yielding a sieved number s of candidates; and 

44 performing at least one primality test on each of said sieved number s of candidates, each 



0l5 of the plurality of s primality tests including an associated exponentiation operation executed by 

Il6 an associated one of a plurality of s of the exponentiation units, said exponentiation operations 

ffl 7 being performed by said plurality of s exponentiation units substantially simultaneously in order 

=48 to eliminate candidates revealed to be composite numbers by said primality test thereby yielding 

5 1 9 a remaining number r of candidates. 

HI 29. In a prime number generating system as recited in claim 28 wherein said step of 

2 determining a plurality of y additional odd numbers based on each one of the randomly 

^ 3 generated odd numbers n 0 ,o> ni,o, . . . %-ixo includes successively adding two to each of said 

4 randomly generated odd numbers n 0 ,o, n uo , . . . n (k _i )j0 to provide (k x y) additional prime number 

5 candidates expressed as (no,i = n 0 ,o+ 2 , n 0 ,2 =n 0 ,o+ 4, . . . n 0 , y = n 0 ,o + (y*2)) ? (n u = ni >0 + 2 , ni, 2 = 

6 ni,o+ 4, . . . ni, y = ni j0 + (y-2)), . . . (n(k-i),i = n<k-i),o+ 2 , n (k .i),2 = n(k-i),o+ 4, . . . n(k-i), y = n (k _i), 0 + 

7 (y-2)). 

1 30. In a prime number generating system as recited in claim 28 further comprising the steps 

2 of: 

3 performing a plurality of t-1 additional primality tests on each of said remaining number 

4 r of candidates, each of the plurality of (r x (t-1)) primality tests including an associated 

5 exponentiation operation executed by an associated one of a plurality of (r x (t-1)) of the 
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6 exponentiation units, said (r x (t-1)) exponentiation operations being performed by said plurality 

7 of (r x (t-1)) exponentiation units substantially simultaneously in order to eliminate further 

8 candidates revealed to be composite numbers. 

1 31. In a prime number generating system as recited in claim 28 wherein said step of 

2 performing at least one primality test includes performing a Fermat type primality test. 

1 32. In a prime number generating system as recited in claim 28 wherein said step of 

2 performing at least one primality test includes performing a Miller-Rabin type primality test. 

1 33. In a prime number generating system as recited in claim 28 wherein said step of 

2 randomly generating a plurality of k random odd numbers further includes: 

3 defining a length L for each of the plurality of k random numbers to be generated; 

4 and 

5 generating each of said plurality of k random odd numbers in an interval between 

6 2 L and2 L_1 . 

1 34. In a prime number generating system as recited in claim 28 wherein k is greater 

2 than or equal to 2. 

1 35. In a prime number generating system as recited in claim 28 further comprising the 

2 steps of: 

3 receiving a specified public exponent e associated with a cryptographic application; 

4 testing the suitability of each of said prime number candidates for use in said 

5 cryptographic application by testing the relative primality of each said prime number 

6 candidate minus one and said specified public exponent e, wherein said step of testing the 

7 suitability is performed prior to said step of performing at least one primality test. 

1 36. A prime number generating system for searching in parallel for a plurality of 

2 prime number values simultaneously, comprising: 
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3 processing means operative to randomly generate a plurality of k random odd 

4 numbers each providing a prime number candidate, and to provide at least one set of test 

5 parameters associated with a primality test to be performed on each one of said plurality 

6 of k randomly generated numbers, each said set of said test parameters including said 

7 associated randomly generated number and an associated base value; and 

8 a plurality of exponentiation units each being communicatively coupled with said 

9 processing means, and being responsive to an associated one of said sets of test 

10 parameters, and operative to perform an exponentiation operation based on said 

1 1 associated set of test parameters, and also operative to generate a primality test result 

12 signal declaring said associated prime number candidate to be either composite or prime 

13 with reference to said associated base value, said exponentiation units being operative to 
-44 perform said exponentiation operations substantially simultaneously; 

0l5 said processing means being responsive to said primality test result signals, and 

II 6 operative to process said test result signals for the purpose of eliminating randomly 

217 generated numbers declared to be composite in accordance with a search for prime 

jl 8 number values. 

I 1 37. A prime number generating system as recited in claim 36 wherein: 

II 2 said processing means is operative to provide a plurality oft sets of test 

3 3 parameters associated with a plurality of t primality tests to be performed on each one of 

4 said plurality of k randomly generated numbers, each of the (k x t) sets of said test 

5 parameters including an associated one of said plurality of k randomly generated 

6 numbers and an associated one of a plurality of t base values; 

7 said plurality of exponentiation units includes a plurality of at least (k x t) 

8 exponentiation units each being responsive to an associated one of said (k x t) sets of said 

9 test parameters, and being operative to perform an exponentiation operation based on said 

10 associated set of test parameters, and also operative to generate a primality test result 

1 1 signal declaring said associated prime number candidate to be either composite or prime 

12 with reference to said associated base value, said plurality of at least (k x t) 

13 exponentiation units being operative to perform said plurality of (k x t) exponentiation 

14 operations substantially simultaneously. 
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1 38. A prime number generating system as recited in claim 36 wherein said processing 

2 means is further operative to sieve said prime number candidates by performing a small 

3 divisor test on each of said prime number candidates in order to eliminate candidates 

4 revealed to be composite numbers by said small divisor test thereby yielding a sieved 

5 number s of candidates. 

1 39. A prime number generating system as recited in claim 36 wherein said plurality of k 

2 randomly generated odd numbers are expressed as no,o ? fti,o> . . . n((k-i)),o, and wherein: 

3 said processing means is further operative to develop a plurality of y additional odd 

4 numbers based on each one of the randomly generated odd numbers no,o, ni,o, . - . n(k-i),o to provide 

5 (k x y) additional prime number candidates (n 0; i , n 0) 2, . . . n 0 , y ), (n u? ni j2 , . . . n Uy ), . . .(n (k _i )jb n (k _i )j2 , 
^6 ... n(k-i), y ) thereby yielding a total number of (k x (y+1)) prime number candidates; 

0 7 said plurality of exponentiation units includes a plurality of at least (k x (y+1)) 

1 8 exponentiation units each being responsive to an associated one of said (k x (y+1)) sets of 

2 9 said test parameters, and being operative to perform an exponentiation operation based on 
40 said associated set of test parameters, and also operative to generate a primality test result 
"1 1 signal declaring said associated prime number candidate to be either composite or prime 
42 with reference to said associated base value, said plurality of at least (k x (y+1)) 

|I3 exponentiation units being operative to perform the plurality of (k x (y+1)) exponentiation 

:14 operations substantially simultaneously. 

1 40. A prime number generating system as recited in claim 39 wherein said processing 

2 means is operative to develop said plurality of y additional odd numbers based on each 

3 one of the randomly generated odd numbers no,o, ni,o, • * • %-i),o by successively adding 

4 two to each of said randomly generated odd numbers no.o, ni,o s . . . %-i) f o t0 provide (k x y) 

5 additional prime number candidates expressed as (n 0 ,i = n 0 ,o+ 2 , n 0t 2 = no } o+ 4, . . . n 0 , y = 

6 n 0 ,o + (y *2)), (n u = ni j0 + 2 5 n u2 = ni 5 o+ 4, . . . m, y = ni j0 + (y-2)), . . . (n^ix = n (k -i),o+ 2 , n (k . 

7 i),2 = n( k _i) >0 + 4 ? . , . n(k-i),y = n (k _i) j0 + (y-2)). 

1 41 . A prime number generating system as recited in claim 39 wherein: 
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2 said processing means is operative to provide a plurality oft sets of test 

3 parameters associated with a plurality oft primality tests to be performed on each one of 

4 said plurality of (k x (y+1)) randomly generated numbers, each of the (k x (y+1) x t) sets 

5 of said test parameters including said associated one of said plurality of (k x (y+1)) prime 

6 number candidates and an associated one of a plurality of t base values; 

7 said plurality of exponentiation units includes a plurality of at least (k x (y+1) x t) 

8 exponentiation units each being responsive to an associated one of said (k x (y+1) x t) sets 

9 of said test parameters, and being operative to perform an exponentiation operation based 

10 on said associated set of test parameters, and also operative to generate a primality test 

1 1 result signal declaring said associated prime number candidate to be either composite or 

12 prime with reference to said associated base value, said plurality of at least (k x (y+1) x t) 
J 3 exponentiation units being operative to perform said plurality of (k x (y+1) x t) 

014 exponentiation operations substantially simultaneously. 

^ 1 42. A prime number generating system as recited in claim 36 wherein each of said primality 

* 2 tests is a Fermat type primality test. 

3 1 43 . A prime number generating system as recited in claim 36 wherein each of said primality 

II 2 tests is a Miller-Rabin type primality test. 

^ 1 44. A prime number generating system as recited in claim 36 wherein said processing means 

2 is operative to randomly generate said plurality of k random odd numbers by performing the 

3 steps of: 

4 defining a length L for each of the plurality of k random numbers to be generated; 

5 and 

6 generating each of said plurality of k random odd numbers in an interval between 

7 2 L and2 L ~ l . 

1 45 . A prime number generating system for searching in parallel for a plurality of 

2 prime number values simultaneously, comprising: 
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3 processing means operative to randomly generate at least one random odd number 

4 providing a prime number candidate, and to determine a plurality of y additional odd 

5 numbers based on each of said at least one randomly generated odd number to provide y 

6 additional prime number candidates, thereby providing a total number of y+1 candidates, 

7 said processing means also being operative to provide at least one set of test parameters 

8 associated with a primality test to be performed on each one of said prime number 

9 candidates, each said set of test parameters including said associated prime number 

10 candidate and an associated base value; and 

1 1 a plurality of exponentiation units each being communicatively coupled with said 

12 processing means, and being responsive to an associated one of said sets of test 

13 parameters, and operative to perform an exponentiation operation based on said 

44 associated set of test parameters, and also operative to generate a primality test result 

5l 5 signal declaring said associated prime number candidate to be either composite or prime 

II 6 with reference to said associated base value, said exponentiation units being operative to 

%17 perform said exponentiation operations substantially simultaneously; 
f 18 said processing means being responsive to said primality test result signals, and 

" 19 operative to process said test result signals for the purpose of eliminating randomly 

j20 generated numbers declared to be composite in accordance with a search for prime 

IJ21 number values. 

" 1 46. A prime number generating system as recited in claim 45 wherein said at least one 

2 randomly generated odd number is expressed as no,o, and wherein said processing means 

3 operative to determine said plurality of y additional odd numbers based on said randomly 

4 generated odd number by successively adding two to said randomly generated odd number no,o to 

5 provide (y+1) additional prime number candidates expressed as (no,i = n 0 ,o+ 2 , no,2 = no,o+ 4, . . . 

6 n 0 , y = n 0 ,o + (y*2)). 

1 47. A prime number generating system as recited in claim 45 wherein: 

2 said processing means is operative to provide a plurality oft sets of test 

3 parameters associated with a plurality oft primality tests to be performed on each one of 

4 said plurality of at least y+1 randomly generated numbers, each of the ((y+1) x t) sets of 
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5 said test parameters including said associated one of said plurality of candidates and an 

6 associated one of a plurality of t base values; 

7 said plurality of exponentiation units includes a plurality of at least ((y+1) x t) 

8 exponentiation units each being responsive to an associated one of said ((y+1) x t) sets of 

9 said test parameters, and being operative to perform an exponentiation operation based on 

10 said associated set of test parameters, and also operative to generate a primality test result 

1 1 signal declaring said associated prime number candidate to be either composite or prime 

12 with reference to said associated base value, said plurality of at least ((y+1) x t) 

1 3 exponentiation units being operative to perform said plurality of ((y+1) x t) 

14 exponentiation operations substantially simultaneously. 

« 1 48. A prime number generating system as recited in claim 45 wherein said processing 

D 2 means is further operative to sieve said prime number candidates by performing a small 

1 3 divisor test on each of said prime number candidates in order to eliminate candidates 

2 4 revealed to be composite numbers by said small divisor test thereby yielding a sieved 
^ 5 number s of candidates. 

^ 1 49. A prime number generating system as recited in claim 45 wherein: 
|j 2 said processing means is operative to generate a plurality of k random odd 

^ 3 numbers each providing a prime number candidate, and to determine a plurality of y 

ri: 4 additional odd numbers based on each of said k random odd numbers to provide k x y 

5 additional prime number candidates, thereby providing a total number of at least k x 

6 (y+1) candidates, said processing means also being operative to provide at least one set of 

7 test parameters associated with a primality test to be performed on each one of said k x 

8 (y+1) prime number candidates, each said set of said test parameters including said 

9 associated prime number candidate and an associated base value; and 

10 said plurality of exponentiation units includes a plurality of at least k x (y+1)) 

1 1 exponentiation units each being responsive to an associated one of said k x (y+1) sets of 

12 said test parameters, and being operative to perform an exponentiation operation based on 

13 said associated set of test parameters, and also operative to generate a primality test result 

14 signal declaring said associated prime number candidate to be either composite or prime 
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15 with reference to said associated base value, said plurality of at least k x (y+1) 

16 exponentiation units being operative to perform said plurality of k % (y+1) exponentiation 

1 7 operations substantially simultaneously. 

1 50. A prime number generating system as recited in claim 45 wherein each of said primality 

2 tests is a Fermat type primality test. 

1 51. A prime number generating system as recited in claim 45 wherein each of said primality 

2 tests is a Miller-Rabin type primality test. 

1 52. A prime number generating system as recited in claim 45 wherein said processing means 
& 2 is operative to randomly generate said plurality of k random odd numbers by performing the 

0 3 steps of: 

2 4 defining a length L for each of the plurality of k random numbers to be generated; 

2 5 and 

^ 6 generating each of said plurality of k random odd numbers in an interval between 

' r ~ 7 2 L and2 L_1 . 

If 1 53. A prime number generating system for searching in parallel for a plurality of 

2 prime number values simultaneously, comprising: 

3 processing means operative to randomly generate a plurality of random odd 

4 numbers each providing a prime number candidate, and to provide a set of test 

5 parameters associated with a primality test to be performed on each one of said plurality 

6 of randomly generated numbers, each said set of said test parameters including said 

7 associated randomly generated number; and 

8 a plurality of exponentiation units each being communicatively coupled with said 

9 processing means, and being responsive to an associated one of said sets of test 

10 parameters, and operative to perform an exponentiation operation based on said 

1 1 associated set of test parameters and an associated base value, and also operative to 

12 generate a primality test result signal declaring said associated prime number candidate to 

13 be either composite or prime with reference to said associated base value, said 
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14 exponentiation units being operative to perform said exponentiation operations 

1 5 substantially simultaneously; 

1 6 said processing means being responsive to said primality test result signals, and 

1 7 operative to process said test result signals for the purpose of eliminating randomly 

1 8 generated numbers declared to be composite in accordance with a search for prime 

19 number values. 

1 54. A computer readable storage medium having stored thereon encoding instructions for 

2 executing a process of searching in parallel for a plurality of prime number values 

3 simultaneously in a prime number generation system including a processing unit and a plurality 

4 of exponentiation units communicatively coupled with the processing unit, the process 
«. 5 comprising the steps of: 

0 6 randomly generating a plurality of k random odd numbers each providing a prime 

1 7 number candidate; and 

Jf 8 performing at least one primality test on each of said candidates, each of said primality 

9 tests including an associated exponentiation operation executed by an associated one of the 

= 10 exponentiation units, said exponentiation operations being performed by said associated 

™1 1 exponentiation units substantially simultaneously. 

h 1 55. A computer readable storage medium as recited in claim 54 wherein said plurality of k 

~ J[: 2 randomly generated numbers are expressed as no,o> n^o, . . . n^.i^o, further comprising the steps 

3 of: 

4 determining a plurality of y additional odd numbers based on each one of the randomly 

5 generated numbers no,o, n^o, . . . %-i),o to provide (k x y) additional prime number candidates (no.i 

6 ,n 0 , 2 , ... n 0 , y )> (n u? ni, 2 , ... ni, y ), ...(n (k _i )5 i,n (k _i),2, ... n (k _i), y ) thereby yielding a total number of (k 

7 x (y+1)) prime number candidates; 

8 wherein said step of performing includes performing a primality test on each of said total 

9 number (k x (y+1)) of candidates, each of the plurality of (k x (y+1)) primality tests including an 

10 associated exponentiation operation executed by an associated one of a plurality of (k x (y+1)) of 

1 1 the exponentiation units, said exponentiation operations being performed by said plurality of (k x 

12 (y+1)) exponentiation units substantially simultaneously. 
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1 56. A computer readable storage medium as recited in claim 55 wherein said step of 

2 determining a plurality of y additional odd numbers based on each one of the randomly 

3 generated numbers no,o, ni,o, . . . %-i),o includes successively adding two to each of said randomly 

4 generated odd numbers n 0 ,o, ni,o> . • . n<k-i),o to provide (k x y) additional prime number candidates 

5 expressed as (n 0 ,i = no,o+ 2 , n^ = no,o+ 4, . . . n 0 , y = n 0 ,o + (y-2)), (ni ,i = n { , 0 + 2 , m , 2 = tM,o+ 4, . . . 

6 n Uy = n 1)0 + (y-2)), . . . (n(k-i),i = n(k-i),o+ 2 , n^.^ = n(k-i),o+ 4, . . . n (k _i )jy = n (k _i),o + (y-2)). 

1 57. A computer readable storage medium as recited in claim 54 wherein said step of 

2 performing includes performing a plurality of t primality tests on each one of said plurality of k 

3 randomly generated numbers, each of the plurality of (k x t) primality tests including an 

4 associated exponentiation operation executed by an associated one of a plurality of (k x t) of the 

5 exponentiation units, said exponentiation operations being performed by said associated 

6 exponentiation units substantially simultaneously. 

1 58. A computer readable storage medium as recited in claim 55 wherein said step of 

2 performing includes performing a plurality of t primality tests on each of said (k x (y+1)) prime 

3 number candidates, each of the plurality of (k x (y+1) x t) primality tests including an associated 

4 exponentiation operation executed by an associated one of a plurality of (k x (y+1) x t) of the 

5 exponentiation units, said exponentiation operations being performed by said plurality of (k x 

6 (y+1) x t) exponentiation units substantially simultaneously. 

1 59. A computer readable storage medium as recited in claim 54 further comprising the steps 

2 of: 

3 sieving said prime number candidates by performing a small divisor test on each 

4 of said candidates in order to eliminate candidates revealed to be composite numbers by 

5 said small divisor test thereby yielding a sieved number s of candidates; 

6 wherein said step of performing includes performing at least one primality test on each of 

7 said sieved number s of candidates, each of the plurality of s primality tests including an 

8 associated exponentiation operation executed by an associated one of a plurality of s of the 

9 exponentiation units, said exponentiation operations being performed by said plurality of s 
1 0 exponentiation units substantially simultaneously. 
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1 60. A computer readable storage medium as recited in claim 55 further comprising the steps 

2 of: 

3 sieving said prime number candidates by performing a small divisor test on each 

4 of said number (k x (y+1)) of prime number candidates in order to eliminate candidates 

5 revealed to be composite numbers by said small divisor test thereby yielding a sieved 

6 number s of candidates; 

7 wherein said step of performing includes performing at least one primality test on 

8 each of said sieved number s of candidates, each of the plurality of s primality tests 

9 including an associated exponentiation operation executed by an associated one of a 

10 plurality of s of the exponentiation units, said exponentiation operations being performed 

11 by said plurality of s exponentiation units substantially simultaneously. 

Ql 61. A computer readable storage medium as recited in claim 54 further comprising the step 

12 of: 

y 3 sieving said prime number candidates by performing a small divisor test on each 

4 of said candidates in order to eliminate candidates revealed to be composite numbers by 

r " 5 said small divisor test thereby yielding a sieved number s of candidates; 

- J 6 wherein said step of performing includes performing an associated first one of t primality 

y 7 test on each of said sieved number s of candidates, each of the plurality of s first primality tests 

t: 8 including an associated exponentiation operation executed by an associated one of a plurality of s 

^ 9 of the exponentiation units, said first exponentiation operations being performed by said plurality 

10 of s exponentiation units substantially simultaneously in order to eliminate candidates revealed to 

11 be composite numbers by said first primality tests thereby yielding a remaining number r of 

12 candidates; and 

1 3 performing a plurality of t-1 additional primality tests on each of said remaining number 

14 r of candidates, each of the plurality of (r x (t-1)) primality tests including an associated 

15 exponentiation operation executed by an associated one of a plurality of (r x (t-1)) of the 

16 exponentiation units, said (r x (t-1)) exponentiation operations being performed by said plurality 

17 of (r x (t-1)) exponentiation units substantially simultaneously in order to eliminate further 

18 candidates revealed to be composite numbers. 
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1 62. A computer readable storage medium as recited in claim 55 further comprising the steps 

2 of: 

3 sieving said prime number candidates by performing a small divisor test on each 

4 of said number (k x (y+1)) of prime number candidates in order to eliminate candidates 

5 revealed to be composite numbers by said small divisor test thereby yielding a sieved 

6 number s of candidates; 

7 wherein said step of performing includes performing an associated first one of t primality 



8 tests on each of said sieved number s of candidates, each of the plurality of s first primality tests 

9 including an associated exponentiation operation executed by an associated one of a plurality of s 

10 of the exponentiation units, said first exponentiation operations being performed by said plurality 

11 of s exponentiation units substantially simultaneously in order to eliminate candidates revealed to 



J 2 be composite numbers by said first primality tests thereby yielding a remaining number r of 

013 candidates; and 

114 performing a plurality of t-1 additional primality tests on each of said remaining number 

JI5 r of candidates, each of the plurality of (r x (t-1)) primality tests including an associated 

A6 exponentiation operation executed by an associated one of a plurality of (r x (t-1)) of the 

r I7 exponentiation units, said (r x (t-1)) exponentiation operations being performed by said plurality 

~L 8 of (r x (t-1)) exponentiation units substantially simultaneously in order to eliminate further 

H 9 candidates revealed to be composite numbers. 

^ 1 63. A computer readable storage medium as recited in claim 59 further comprising the steps 

2 of: 

3 receiving a specified public exponent e associated with a cryptographic application; 

4 testing the suitability of each of said prime number candidates for use in said 

5 cryptographic application by testing the relative primality of each said prime number candidate 

6 minus one and said specified public exponent e, wherein said step of testing the suitability is 

7 performed prior to said step of performing at least one primality test. 
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